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WHY DO YOU NEED TO KNOW ABOUT THIS

Incident command systems and incident management systems are the genera standard
used by fire and rescue services for the management of mgor events The origind
verson, the Nationa Interagency Incident Management System (NIIMYS) is the federd
government standard for federd participation in fiedd events. And the Nationd Wildfire
Coordinating Group adaptation of NIIMS is the sandard for any large wildland fire
response.  Incident command system use is mandated by the Occupational Safety and
Hedth Adminigration for any event involving hazardous maerids.  In Virginia, incident
command sysem use is mandated by the legidature for any highway incident, and we
have a higory of mgor naturd disaster response being managed using the wildland fire
modd.

THE CONTEXT

To understand the incident command system, it is important to understand the contexts in
which it is used. This sysem may be used to manage routine events or to manage
disssters, and for any type of event in between. All of these are events that require
coordination and direction, generate large amounts of information, and pose Sgnificant
hazards.

Levds Of Response

Bad events happen dl the time. Mot of these incidents are what can be cdled routine
emergencies, those that are handled by the resources of one or two public safety agencies
as a norma part of the workday. Some progress to the status of mgor emergencies,
requiring mobilization of dl of a community's emergency sarvices and the request of
mutud ad, ether from normda partners or through the statewide mutud aid syssem. And
a few ae dissdes, events that thresten entire communities and require the legd
invocation of unusua procedures to protect life and property. The vast mgority of
disaster declarationsin Virginiaare for natural disasters.

Disaster Declarations

If a county or city needs specid authority to ded with the impact of an event, it does so
through a dedaration of a locd emergency by the chief dected officid, in his or her
capecity as Director of Emergency Services.  Such declarations generdly dlow
employees to be assgned jobs outsde their normd responghilities, authorize the



goending of money in ways not dlocate in the budget, dlow hiring without norma
advertiang of pogtions, dlow purchasing outdde the provisons of the purchasing
regulations, and may provide authority to suspend certain regulations or ordinances.
Operationdly, the markers often seen in conjunction with a disaster declaration are the
activation of the emergency operations center, the execution of the emergency operations
plan, and the direction of population protection messures. Philosophicaly, a disaster
declaration means that the highest priority of government is the resolution of the threat
posed to the jurisdiction. In this context it is important to understand that response to
dissgtersisfirs and foremost aloca responghility.

At the date leve, the governor declares a date of emergency to achieve many of the
same ends for the date, typicdly when the sze of the event makes it obvious that a
number of loca governments will need date agency assdance to ded with its impacts.
Similarly, the presdent will issue a Presdentid Disaster Declaration when requested by a
date and when dae resources have been fully committed without being able to
completely resolve the impacts.

The Emergency Operations Center

When a jurisdiction is threstened by a disadter, the seat of emergency government
becomes a little used and poorly understood facility, the emergency operations center
(EOC). When properly employed, the EOC serves as the centrd point for coordinating
regponse to multiple incidents or a single one, coordinating jurisdiction wide resource
dlocation, or providing support needed & one scene, and setting high level policy or
carrying out mundane procedures. The EOC is the centra point for execution of the
jurisdiction’s emergency operations plan.

EOCs ae organized in a vaiety of ways. Some use the incident command system.
Others use a traditiond four group model, or organize using the emergency support
functions. Probably most function by serving as a continuous jurisdiction staff meeting,
with representatives from each government depatment coordinating activities of ther
departments with others.

Policy, Strategy, and Tactics

Emergency response is a governmental function, and the key decisons in large events
that thresten an entire jurisdiction are fundamenta public policy decisons that the dected
officids of the juriddiction have the authority, responsbility, and obligation to make.
Although in many jurisdictions this authority is effectivdy abandoned to locd
depatment heads, the respongbility for setting policy and making jurisdiction wide
decisons beongs to dected officids, not gopointed ones. How a jurisdiction will use its
resources flows from policy and defines the jurisdiction’ s response strategy.

That drategy is trandated into tactics, the assgnment of resources to specific tasks to
resolve an incident, a the gppointed officid level. The system typicdly used to manage
tactical applications a specific incidentsin Virginiais the incident command system.



WHAT YOU REALLY NEED TO KNOW ABOUT INCIDENT COMMAND
SYSTEMS

Firg Unit In

The firg response unit in assumes command of the incident until relieved by ether (1)
someone with a better kill set in incident management, (2) by any agency better suited to
command the incident, or (3) by an agency that has a legd mandate to assume command.
This means that you may be the firgt incident commander smply by virtue of being there
fird. Thisraisestwo important issues.

Firg, how can you handle incident command without making the Stuation worse? A
smple protocol, the 5 S Protocol, gpplicable to any emergency service, may help (see
Table 1).

Table 1. The5S Protocol

S: Means: Action:
Safety Is the scene safe for me to be Ifitis gotothenext S. If itisnat,
here? either get out now or take the actions
you need to take to make it safe.
Sze-up Conduct asze-up asyou How big istheincident in area, Sze of
approach the incident. the threat, number of people, etc.?
Send Send for help. Contact digpatch, your agency, etc. as

appropriate to report what you have
found and request additiona help.

Setup Setup incident command. Assume commeand and begin assgning
jobs to the resources you have available
for them to complete within their
capabilities.

Start Start emergency procedures. Start taking emergency actionsto

control the incident.

The second issue is how to transfer incident command. You do not want to get tied down
being incident commander unless this is clearly a public hedth incident; your time is
much better spent doing what you do well as part of an overdl response. Let someone
else worry about being in charge of meds, port-a-potties, security, helicopter staging, etc.
So keep track of what you have done, identify who should get the job, brief them on the
datus of the incident, your actions so far, and additional resources enroute, and hand
incident command off.

Organizational Modd

Incident command and incident management sysems in use in vaious organizations
have a cetan amount of vaiadility in organization, titles and functions. In this




discusson | am usng the Nationd Wildfire Coordinating Group modd, as this is a red
nationa standard.

Incident Commander

Incidents, no meatter their dze, are commanded by a sngle individud, the Incident
Commander. As noted above, incident commanders are provided by either the agency
with the greatest interest in the event a this stage in its life (and yes, incidents in other
dates have trangtioned from an emergency service to the Medicad Examiner), or by the
agency charged with legd respongbility. In Virginia, that is most often the jurisdiction’s
Fire Depatment under the provisons of the Code of Virginia. Incident commanders
command the incident, are respongble for making the resource dlocations and setting the
tactics for a successful resolution, and for ensuring that al needed functions are
performed.

Command Staff
Incident Commanders are assisted by athree person Command Staff, comprised of:

A Sdafety Officer, the daff safety expert, with authority to stop operations to
correct any unsafe condition.

A Public Information Officer, respongble for liason with the news media and for
coordinating dl news media activity a the incident.

A Liason Officer, respongble for liason with other organizations that do not
become part of the Incident Command System structure.

Gengrd Staff

The meat of the organizational sructure is provided by four Sections, each headed by a
Section Chief, asshown in Figure 1.

Figure 1. Incident Command System Section Organization

Incident
Commander
Command Staff
I I I |
Pans Section Operations Logidics Finance
Chief Section Chief Section Chief Section Chief




Almogt any incident of any size will have an Operations Section, possbly subdivided into
(1) Branches and (2) Divisons and Groups (both Divisons and Groups may also be
caled Sectors), to supervise Single Resources, Strike Teams, and Task Forces. The
function of the Operations Section is to use its resources to control the incident and
provide services to those who need them. Almost any type of resource can fit within the
Operations Section and be used to perform incident work. The ways these resources are
aggregated are:

(1) Atthelowest levd:

Single Resources — one of anything that performs a function. One public hedth
nurse peforming door to door epidemiologicd interviews could be a sngle
resource.

Strike Teams — multiple single resources of the same type assgned to a Leader
and operating as a unit.

Task Force — resources of different types assgned to work as a unit under a
Leader. A good example is our standard Virginia Emergency Medicd Services
Task Force — one quick response vehicle, one badc life support ambulance, one
advanced life support ambulance, and a crash truck.

(2) Atanintermediate leve:

Divisons — geographicd combinations of varied resources under a Supervisor
assigned to manage and perform operationsin an area.

Groups — functiond combinations of the same type of resources under a
Supervisor assigned to provide a specific type of service across the entire event.

(3) Atalargeincident:

Branches — may be combinaions of divisons or combinations to handle very
large numbers of resources.

Probably the second most common Section activated is the Logistics Section, responsible
for supporting operations by ordering equpment, supplies, and people needed, providing
communications, messng and billeting the responders, and providing medicd care for
responders.

On events that will extend for some length of time, activation of the Plans Section is
citicd. The Plans Section track resource status, develops an accurate picture of how the
incident is developing, documents the response, employs technica experts in various
aress of the Stuation, and plans for demobilization. The mgor effort of the Plans Section
is the preparation and publication of an Incident Action Plan for each operationa period
during the event — in large, extended eventsthisis alarge, complex document.



The Finance and Adminigration Section tracks the cost of the event. Cost documentation
is critical to any attempt to receive federa reimbursement in a disaster, must art a the
dart, and must be complete in the smdlest details. In most urban events the Finance and
Adminigtration Section works from its normal offices.

Single Command Post

So where do you put this gaff? The incident command system daff belongs in a single
incident command pogt, located in a safe area, outsde the immediate impact area of an
ongoing event. With modern communicetions sysems and remote sensng capabilities,
the Incident Command Post should be able to develop an accurate Stuation picture of an
ongoing incident from the reports of the Single Resources, Strike Teams, Task Forces,
Divisons, and Groups, as applicable. All of the players need to be in the Incident
Command Post so that they can perform as a team — individud agency separate command
posts virtualy guarantee an uncoordinated response.

Traditiond fire doctrine has been to locate the command post where you have a good
view of the incident. The problem is tha such locations are often within the impact
footprint — as long as the incident is shrinking you are in good shape, but when it expands
you either move or die. Moving a command pog in a sgnificant event can cause a loss
of control for an hour or more. Loss of a command post and its staff may result in
multiple hours up to aday of loss of contral.

Unified Command

One of the lessons learned from the management of complicated incidents is tha multiple
agencies have legd authority over and red operational concerns about how an incident is
commanded. The solution has been the development of Unified Command, which has
been described in a wide variety of ways from command by committee to a broad sense
that the dngle incident commander should take everyon€'s concerns into account.
Unified command is probably a different thing every time it is exercised. However,
acceptance that this is a good thing does obligate the lead agency with the most concern
and resources, and clearest authority, to consider and try to accommodate the concerns of
other agencies in developing a single incident action plan to which dl can agree.

Incident Action Plans

In extended events the Plans Section produces an Incident Action Plan for the next
operationa period in a 12 hour planning cycle. Such plans specify control objectives for
the period in a methodicd effort to successfully control the incident. In short duration
incidents the plan is often in the Incident Commander’s head, and under good conditions
may be reflected on a tactica worksheet or command board. In any case, if Public Hedth
has respongbilities and interests in the outcome, you need to know what the plan is and
have input to its formation.



Standardization

A mgor thrust of incident command and management sysdems is sandardization. This
means dandardized terminology, dandardized podtion titles, dandardized radio
procedures, etc. When multiple organizations respond, such sandardization grestly
amplifies operationd inteface and curtails the period required to learn each other's
language. However, understand that such standardization is by no means standard even
among incident command sysems and that there is some degree of locd variance.
Having a basic understanding will at least get you into the same conversation.

Span of Control

Incident Command System gurus routindy talk about span of control, the number of
people you can effectively supervise, and rattle off a mantra “3-7 ided is5.” In this view
you can supervise 3 to 7 workers, less than 3 you have to combine with someone else,
more than 7 you have to split into two units. Of course, the ided number of people to
supervie is 5. Like many public service mantras this one is bankrupt, in spite of its wide
acceptance.  We dl know of people and Stuations that require 1 to 1 supervision;
amilarly, are we saying that you can't organize 20 people into a team to pick up trash
after a public event? The red rule is that the span of control should be set & a number
that dlows a supervisor to effectively account for his or her people, ensure their safety,
and manage effective work toward accomplishing the operational period objectives. This
varies from period to period based on people, the Situation, the supervisor, etc.

Variaions on the Theme

Incident command works well when you do it reigioudy — on the dumpster fire as well
as for the huge bad event. However, there is a tendency to adopt variations no
command, when the incident is too smdl to announce “1 am assuming Fred's Department
Store Dumpster Fire Command;” passing command — the firg in unit hands off command
to a unit not yet on scene so they can take immediate actions, or informa command — in
which the incident commander assumes command but remains mobile, never establishing
a command post so that he or she can get a better idea of what is hgppening. The danger
in dl of thee is that when the Stuaion goes rapidly sour, resources will have dready
been committed, and no one will know where they are and what they are doing. The
trangtion isliable to be very messy and very codlly.

A PUBLIC HEALTH MODEL?

When we look at incident command and management systems dtructure, there are some
obvious factors that help shgpe where public hedth functions fit in the sysem. Some of
that fit should be defined in advance in your jurisdiction’s emergency operaions plan (do
understand, however, that the odds are good that no one who makes decisions in a field
environment has read that document). To create the right modd, the following logic
table (Table 2) leads you through the decision process.



Table2. A Logic Tablefor Where Public Hedlth Fits

Step: | If: Then: If Not:

1 | Public hedth functionswill Staff the jurisdiction gotostep 2
be policy and resource Emergency Operations Center.
coordination, not field
provison at a specific Ste

2 | Public hedth functionswill Appoint aliaison officer to gotostep 3
be performed separately work with the ICS Liaison
from the main incident Officer on the Command Staff.
response, or a adifferent
gte

3 | Public hedth functionswill Help gaff the Medicd Unitin goto step 4
primarily support the actud the Logistics Section of the
response - for example, in ICS, and consider step 4
protecting responders from
environmenta hedth thregts

4 | Public hedth functionswill Attach Public Hedlth Staff to gotostep 5
primarily be focused on specific Divisonsin the
ddivery to threatened Operations Section, and
populations as part of consider step 5
regponse activitiesin
various locations

5 | Public hedth functionswill Form a Public Hedth Group gotostep 6
be concentrated in one under the Operations Section.
location providing services
to the entire impact area

6 | Public hedth advicemay be | Serve asatechnicd specidist gotostep 7
needed, but not resources. in the Plans Section.

7 | Theincdentisprimarily a Assume Incident Command reevauate steps
public hedlth incident, 1 through 6 and
managed by ether Didrict find somewhere
or Centra Office resources safe to watch the

event unfold

The most logicd modd for managing public hedth resources gppears to me to be the
Public Hedth Group in the Operaions Section modd. A smilar modd is used by the
emergency medical services as a datewide standard Medica Group under the Operations
Section (remember that the Medicd Unit in the Logistics Section is there just to support
the response, not to provide services to the impact population).
Modd is shown in Figure 2 (note that this figure only shows the mgor podtions within
the Group) and is taught extendvely to emergency medica services providers throughout
Virginia as part of Mass Casudty Incident Management training.

The Medica Group




Figure 2. The Mass Casudty Incident Management Medical Group
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COMMAND AND CONTROL

Wha you do as a Public Hedth officid at the locd level is not done in a vacuum. What
you see, what actions you take, and what resources you need is information someone else

needs to help you do your job. So one of the most important functions you have in a bad
event istalking about it.

Loca Reporting and Conduits For Taking To State Government

This Stuation is complicated by the fact that who you tak to depends upon where you are
gtting a the moment. Incident command systems are very hierarchica. Theoreticdly, if
you are working in a Public Hedth Group, your Group can only communicate with the
Operations Section Chief, who decides whether your information is important enough to
take to the Incident Commander. And the Incident Commander decides whether it is
important enough to send to the loca emergency operations center. Findly, the staff of
the loca emergency operations center determines whether it should go to the date
emergency operations center in the dally Stuation report (where hopefully it is passed to
the Hedth and Medicd duty officer). Your report is filtered a least three or four times
in this process, any of the filters can decide it is not important enough to pass on; and any
of the filters can introduce error.

However, it is important to remember that you ae aso Stae employees with a
responsbility to the generd hedth of the Commonwedth. Obvioudy the Department of
Hedth sets its own internd reporting procedures. If nothing else, a direct cadl to the
Virginia Office of Emergency Medicd Services Emergency Support Center will reach a
duty officer who understands the importance of your information, usudly from 0600 to
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2300, seven days a week during the event. In addition, if emergency medicd services
task forces are deployed to an event, their Coordination Teams are specificaly ingtructed
to work with and support Health Districts and loca Hedlth Departments.

Virtud Communications

The Office of Emergency Medicd Services aso uses The Virtud Emergency Operations
Center, an Internet dte daffed by volunteers with extendve emergency management
backgrounds, to provide current disaster information and resource coordination. This dte
can be accessed at http://Aww.virtudeoc.org and will support any Hedth Didrict on your
request.

RESOURCES

The Feded Emergency Management Agency’s Intenet dte for the Emergency
Management Inditute's wide range of independent study courses available online and as
paper products http:/training.femagov/EMIWeb/ishomehtm.  Two specific courses of
vaue ae

|S-195 Basic Incident Command System
|S-275 The EOC's Role in Community Preparedness, Response and Recovery
Activities

Nationd Fire Protection Associaion standards set practice and are ordered from:
http://www.nfpa.org/Codes/NFPA _Codes and Standards/List of NFPA_documents/list
_of_folders.asp#top. Two applicable standards are:

NFPA 1561 Standard on Emergency Services Incident Management System
NFPA 1600 Standard for Disaster/Emergency Management and Business
Continuity Programs

Nationd Fire Service Incident Management Consortium documents describing incident
management systems for specific events (structura fire, emergency medical, hazardous
materids, wildand fire, ec) ae avaldble from Fre Protection Publicaions at:
http://www.ifsta.org/store/default.asp?categoryid=14.

Water Green's book, Command and Control of Disaster Operations, is avalable at
http:/Aww.upublish.com/books/green3.ntm either as a hard copy or asa .pdf file.

Linda Young Landesman’'s book, Public Hedth Management of Disagters, is avalable
from the American Public Hedth Association at http://Amww.gpha.org/medialabc2.htm.

Extensve information and traning materids on incident command are available from the
Nationd  Wildfire  Coordinating Group a  http:/AMww.nweg.gov/pms/pms.htm.
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